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Parents’ Guide to

Online Safety
Written November 2017
Chris Bounds (Head of KS1 / Online Safety Co-ordinator)
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This booklet is designed to answer questions
you may have regarding Online Safety.
Some content adapted from materials from www.childnet.com
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THE BIG PICTURE

At Grappenhall Heys, we see the internet and other digital technologies as powerful tools and amazing resources, which open up new opportunities. Electronic communication helps teachers and students learn from each other and enables children and young people to connect, communicate and be creative in a number of different ways promote effective learning.

Whilst we encourage the use of these technologies, we also recognise the need to actively teach and promote their safe use. This document can be used by both parents and children to develop understanding of safe technology use.
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Most parents are concerned about their child’s safety online but are uncertain of what precautions to take. The internet is always changing, and being able to keep up to date with your children’s use of technology can be a challenge. You may sometimes feel that your children have better technical skills than you do. However, despite their upbringing, evidence implies that children do not consider their safety a high priority, whilst online. Therefore they are at high risk of identity theft, online attacks and cyber bullying. They need to be guided as to how and where to go for help and support regarding online bullying and they still need advice and protection when it comes to managing their lives online
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USING MESSAGING AND GAMING SAFELY
Sending messages has long been a favourite pastime on the internet for children and it provides another way of communicating with their friends. The problem is that they can also be anonymous, so the person that they are chatting to may not be who they say they are. This can also include computer games where children play online and interact with a lot of other people, including strangers.
Unless you supervise your children whenever they are online then controlling who they chat to can be a problem. However, there are some general guidelines that your children can follow to make their online messenging and gaming safer:

· Stay anonymous, they should use a nickname while online, and never reveal their real name

· Never tell anyone where they live, not even if they have been chatting to the person for years

· Never tell anyone what school they go to

· Never give out phone numbers

· Never agree to meet someone without a parent present, and ensure the person they are going to meet knows a parent will be accompanying them

· Tell an adult if anything strange happens or anything is said to them that make them feel uncomfortable
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Although these guidelines may seem fairly obvious, by ensuring that your children follow them they can help remove some of the dangers.
UNSUITABLE IMAGES AND CONTENT
This can be fairly simple to protect against, although you can never ensure that your child won’t come across inappropriate content. There are many pieces of software available which can prevent your children from going to websites which may be unsuitable. When searching the internet another measure is for children to use the safe search facility available on most good search engines. You could try using http://www.kidrex.org/.   
NAME AN EXAMPLE

If possible, home computers should be used in a public area of the house rather than your child’s bedroom and you as parents should check from time to time what sites they have been visiting.
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Never give out personal information.
Tell a grown-up if you find something that is not right.
Never agree to meet people.
Never send your picture.
If someone says something mean online, tell a grown-up.
Don’t do things online that you know are wrong. —
Check before you download anything.
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Don’t give out your password.
Parents: Set up rules for going online.
10. Show your parents and carers how you use the internet. Share!
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INSTAGRAM, FACEBOOK AND OTHER SOCIAL MEDIA
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The minimum age for Facebook, Instagram, Whatsapp and Snapchat is 13. Despite what many think, this is not to limit children’s exposure to inappropriate content but because of the Children’s Online Privacy Protection Act (COPPA), which prevents companies from collecting certain information from anyone under 13. Rather than create an environment that protects kids from data tracking, Facebook and other websites and apps choose to restrict access to those under 13.
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If your child is expressing interest in joining a social network, discuss the pros and cons and do your own research so you fully understand the implications of joining a particular network. If you want your child to wait to sign up, consider pointing him or her toward more age-appropriate sites such as Yoursphere or Kidzworld. It’s also possible you can rally your children’s friends’ parents to restrict their children from Facebook, so you won’t get that "but everyone is on it!" argument. If your child does end up joining a social network here are some ground rules that work for many parents:

· Use privacy settings - Privacy settings aren’t foolproof, but they can be helpful. Take the time to learn how privacy settings work on your child’s favorite sites and apps, and teach your children how to control the information they make public or private. Encourage them to check privacy settings regularly, since sites’ policies often change.

· Think before they post - Remind them that everything can be seen by a vast, invisible audience (otherwise known as friends-of-friends-of-friends), and, once something’s online, it’s hard to take back.

· Be a friend and follower - Each family will have different rules, but, especially for younger children, it’s a good idea for parents to have access to their child’s pages, at least at first, to be sure that what’s being posted is appropriate. Parents can help keep their children from doing something they’ll regret later.

· Keep private information private - Don’t share your home address or other sensitive information online.

· Be respectful of others - Children may use social media to act out because they feel anonymous and that their actions are consequence-free. Make sure they understand that the Internet is a giant community that works best when everyone respects each other.

DISCUSS WITH YOUR CHILD
There are real advantages in maintaining an open dialogue with your child about their internet use. Not sure where to begin? These conversation starter suggestions can help.
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WHAT CAN I DO RIGHT NOW?

· Maintain an open dialogue with your child and encourage them to talk to you about their internet use: for example who they’re talking to, services they’re using, and any issues they may be experiencing.

· Create a family agreement to establish your children’s boundaries, and your expectations, when on the internet.

· Give your child strategies to deal with any online content that they are not comfortable with – such as turning off the screen, telling an adult they trust and using online reporting facilities.

· Consider using filtering software to block unwanted content. Contact your internet service provider for advice on how to do this. In addition to filtering, remember that discussion with your child, and involvement in their internet use, are both effective ways to educate them about the internet. 
· Encourage your children to ‘think before you post.’ Online actions can impact not only yourself but the lives of others. Content posted privately online can be publicly shared by others, and may remain online forever.

· Understand the law. Some online behaviour may break the law, for example when downloading or sharing content with others.

· Familiarise yourself with the privacy settings and reporting features available on popular sites and services.

· If your child is being bullied online, save all available evidence and know where to report the incident, for example to the school, service provider, or the police if the law has been broken.

· Familiarise yourself with the age ratings for games and apps which can help to indicate the level and suitability of the content. Use www.commonsensemedia.org to check each new game / app for its suitability for your child and don’t be afraid to say no. 
· Set up a family email address that your children can use when signing up to new games and websites online.

· Encourage your children to use nicknames (where possible) instead of their full name online, to protect their personal information and create strong passwords for every account.

· Set up a PIN or password on devices to help protect personal information.

· Sign up to the Childnet newsletter at www.childnet.com 
Thank you for taking the time to read this booklet.

We hope you have found it useful.
Online safety websites:

· www.childnet.com 

· www.kidsmart.org.uk/parents
· www.internetmatters.org 

· www.thinkuknow.co.uk 

· www.parentzone.org.uk 

· www.nspcc.org.uk/preventing-abuse/keeping-children-safe/online-safety 

· www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety 
· www.getsafeonline.org/safeguarding-children 


Ask your children to tell you about


the websites and apps they like


to use and what they enjoy doing online.








Think about how you each use the


internet. What more could you do to use the internet together? Are there activities


that you could enjoy as a family?





Encourage them to help someone! Perhaps they can show you how to do something better online or they might have a friend who would benefit from their help and support.





Ask them if they know where to go for


help, where to find the safety advice, privacy settings and how to report or block on the services they use.





Ask them about how they stay safe


online. What tips do they have for


you, and where did they learn them? What is OK and not OK to share?
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